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ABSTRACT

With the rapid advancement of the Internet, the use of encrypted traffic has surged in order to protect data
during transmission. Simultaneously, network attacks have also begun to leverage encrypted traffic, leading
to active research in the field of encrypted traffic analysis to overcome the limitations of traditional detection
methods. In this paper, we provide an overview of the encrypted traffic analysis field, covering the analysis
process, domains, models, evaluation methods, and research trends. Specifically, it focuses on the research
trends in the field of anomaly detection in encrypted network traffic analysis. Furthermore, considerations for
model development in encrypted traffic analysis are discussed, including traffic dataset composition, selection
of traffic representation methods, creation of analysis models, and mitigation of Al model attacks. In the future,
the volume of encrypted network traffic will continue to increase, particularly with a higher proportion of attack
traffic utilizing encryption. Research on attack detection in such an environment must be consistently conducted

to address these challenges.
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CNN Convolutional Neural Network
IoT Internet of Things
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RF Random Forest

SAE Stacked AutoEncoder

TLS Transport Layer Security
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XAl Explainable Artificial Intelligence
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